During the last two decades, many kinds of periodic sequences with good pseudo-random properties have been constructed from classical and generalized cyclotomic classes, and used as keystreams for stream ciphers and secure communications. Among them are a family DH-GCS d of generalized cyclotomic sequences on the basis of Ding and Helleseth's generalized cyclotomy, of length pq and order d = gcd(p − 1, q − 1) for distinct odd primes p and q. The linear complexity (or linear span), as a valuable measure of unpredictability, is precisely determined for DH-GCS 8 in this paper. Our approach is based on Edemskiy and Antonova's computation method with the help of explicit expressions of Gaussian classical cyclotomic numbers of order 8. Our result for d = 8 is compatible with Yan's low bound (pq − 1)/2 of the linear complexity for any order d, which means high enough to resist security attacks of the Berlekamp-Massey algorithm. Finally, we include SageMath codes to illustrate the validity of our result by examples.
Introduction
Pseudo-random sequences are widely used in many fields such as simulation, software testing, channel coding, ranging systems, radar systems, global positioning systems, spread-spectrum communication systems, code-division multiple-access systems, and especially in stream ciphers and secure communications. When employed for cryptography, they should possess certain unpredictable properties, especially with a high linear complexity. The definition of linear complexity (or linear span) is the length L of the shortest linear feedback shift register (LFSR) that generates the sequence. Since the Berlekamp-Massey algorithm [3, 18] can deduce the whole sequence from a knowledge of just 2L consecutive digits, a "high" linear complexity L should be at least one half of the length (or minimum period) of the sequence.
Certain cyclotomic sequences, such as Legendre sequences and Hall's sextic residue sequences, possess good pseudo-random properties (especially with high linear complexities [8, 15] ), and have been widely used as keystreams in private-key cryptosystems. Nowadays, a well-known technique to design a sequence with a high linear complexity is based on classical or generalized cyclotomy [4] . There are many kinds of generalized cyclotomic sequences, binary and non-binary, of different lengths. One family of them are based on Whiteman's generalized cyclotomy [20] , of length pq for distinct odd primes p and q, with a high linear complexity precisely determined when gcd(p−1, q −1) = 2 k [6, 1, 22] . However, the imbalance (with q −p−1 more 1's than 0's in each period) makes them improper for applications.
Another family of generalized cyclotomic sequences of length pq and order d = gcd(p − 1, q − 1), denoted by DH-GCS d in this paper, are based on Ding and Helleseth's generalized cyclotomy [7] . (Also see [12] for a unified approach to Whiteman's and Ding-Helleseth's generalized cyclotomy.) The linear complexity of DH-GCS d when d = 2, 4, 6 is explicitly determined in [2, 23, 11] , and ensured by Yan [21] to be at least (pq − 1)/2 for any order d. We contribute to this line by calculating the linear complexity of DH-GCS 8 , using the computation method of Edemskiy and Antonova [10, 11] with the help of Gaussian classical cyclotomic numbers.
First let us introduce the definition of the Ding-Helleseth generalized cyclotomic sequences DH-GCS d .
• Let p and q be distinct odd primes with d = gcd(p − 1, q − 1).
• Let e = lcm(p − 1, q − 1) = (p − 1)(q − 1)/d.
• By the Chinese remainder theorem, take a common primitive root g of both p and q, and take an integer f such that f ≡ g (mod p) and f ≡ 1 (mod q).
• Let Z * pq denote the multiplicative group consisting of all invertible elements in the residue ring Whiteman [20] proved that every element of Z * pq can be written uniquely of the form [g u f v mod pq] with u ∈ {0, 1, . . . , e − 1} and v ∈ {0, 1, . . . , d − 1}. Here the uniqueness means that
Definition. [7] Ding-Helleseth generalized cyclotomic classes of order d with respect to (p, q, g) are
where i ∈ Z, and let
•
The Ding-Helleseth generalized cyclotomic sequence of order d (DH-GCS d ) with respect to (p, q, g) is defined (cf. [2, 23, 11] ) as the sequence s ∞ = (s i ) i 0 = (s 0 , s 1 , s 2 , . . . , s i , . . . ) with
This sequence possesses the minimum period pq, and the almost balance of
symbols 1's and 1 2 (pq + 1) symbols 0's in a period. Our main result, an explicit expression of the linear complexity of DH-GCS 8 in terms of p and q, can be stated in the following Theorem 1, and will be proved in Section 4. Theorem 1. Given primes p, q with gcd(p − 1, q − 1) = 8, regardless of the choice of a common primitive root g of theirs, the linear complexity of the Ding-Helleseth generalized cyclotomic sequence with respect
and
= 1 and
• Here c p k denotes the k-th power symbol. Namely, 
Computation methods

For a sequence s
Then the minimal polynomial and linear complexity of s ∞ can be given by [17] :
Moreover, assume that s ∞ is binary (i.e., F = GF(2)) and N is odd. Let α be a primitive N -th root of unity in an extension field of GF (2) . Then
For the Ding-Helleseth generalized cyclotomic sequence DH-GCS d with minimum period N = pq,
Let us recall a method of Edemskiy and Antonova [10, 11] to compute the linear complexity of DH-GCS d .
• Let α be a primitive pq-th root of unity in an extension field of GF(2).
• Let β = α q and γ = α p . Then β (resp. γ) is a primitive p-th (resp. q-th) root of unity.
Definition. Let us introduce the cyclotomic polynomials
and quote from [9, 11] the following properties for i, j ∈ {0, 1, . . . , d − 1} and k ∈ Z:
, and u∈D
where ind (q) g p denotes the discrete logarithm of p in the field GF(q) relative to the basis g, i.e., p ≡ g ind (q) g p (mod q), and similarly q ≡ g
• Let
and k ≡ 0 (mod q),
Definition 3. For a vector (a 1 , a 2 , . . . , a r ), define a transformation σ u by σ u (a 1 , a 2 , . . . , a r ) = (a u+1 , a u+2 , . . . , a r , a 1 , a 2 , . . . , a u )
for an integer 0 u < r. For any
Lemma 5. To calculate the linear complexity and minimal polynomial of s ∞ = DH-GCS d , it suffices to determine the zero elements of the matrix S.
The choice of a primitive pq-th root α of unity gives some flexibility for our computation.
Lemma 6. For any h, l ∈ {0, 1, 2, . . . , d − 1}, take any k ∈ D h,l , and let α
′ are primitive pq-th, p-th, q-th root of unity respectively. Note that
• In the following computation,
can be written freely up to transformations of the form σ h , by some good choice of α.
t (with 0 j d/2 − 1) by the following lemma read off from [9, §3] , with the help of classical cyclotomic numbers of order d, introduced by Gauss in his famous book "Disquisitiones Arithmeticae" [14] , defined as
As
, and
Then the last expression for c j is clear.
Calculation of
In this section we calculate − → A 8 (β) (up to transformations σ h ), by Lemma 7 and Corollary 8, from the values of S 4 (β g j ) and the Gaussian classical cyclotomic numbers (4, j) 8 for 0 j 3.
• Let p = x 2 + 4y 2 = a 2 + 2b 2 ≡ 1 (mod 8) be a prime for integers x, y, a, b with x ≡ a ≡ 1 (mod 4).
• As x 2 ≡ a 2 ≡ 1 ≡ p (mod 8), we have y ≡ b ≡ 0 (mod 2).
• As p ≡ x 2 (mod 16), we have p ≡ 1 (mod 16) ⇔ x ≡ 1 (mod 8); p ≡ 9 (mod 16) ⇔ x ≡ 5 (mod 8).
Gauss proved in 1828 that (see his Werke Vol II [13] ):
As p ≡ 1 (mod 8), 2 is a quadratic residue modulo p. Let 2 ≡ g 2u (mod p) with u ∈ Z. As • Here µ is a root of the equation
From [16, Appendix] we read off Gaussian classical cyclotomic numbers (4, j) 8 for 0 j 3 as in Table 1 .
This table uses a particular choice for the sign of y = ± p−x 2 4
(determined by the choice of the primitive root g modulo p), which makes no difference for our result of − → A 8 (β). From values of S 4 (β Table 2 , a list the sets {X, Y } with values of X + Y and XY given in GF(4).
• Here η is a root of the equation η 2 + η = µ in GF(2 4 ). Note that η is also a root of the equation η 4 + η + 1 = 0, and GF(2 
3.1. Case: p ≡ 1 (mod 16) and
• a 2 ≡ 1 (mod 16) ⇒ 2b 2 ≡ 0 (mod 16) ⇒ b ≡ 0 (mod 4).
Let x = 8x 1 + 1, y = 4y 1 , a = 8a 1 + 1, and b = 4b 1 , with integers x 1 , y 1 , a 1 and b 1 . Note that p = (8x 1 + 1)
By a good choice of α, we may assume
• Note that S 8 (β) + S 8 (β • For i ∈ {1, 3}, S 8 (β
• Note that S 8 (β • 2 p 4 = 1 ⇔ y ≡ 0 (mod 4) ⇔ a ≡ 1 (mod 8).
• a 2 ≡ 1 (mod 16) ⇒ 2b 2 ≡ 8 (mod 16) ⇒ b ≡ 2 (mod 4).
Let x = 8x 1 + 5, y = 4y 1 , a = 8a 1 + 1, and b = 4b 1 + 2, with integers x 1 , y 1 , a 1 and b 1 . Note that
Note that (4, 1) 8 − (4, 2) 8 = 4x + 12a = (32x 1 + 96a 1 + 32)/64 ≡ (32 + 96)a 1 /64 ≡ 0 (mod 2), and
• Note that S 8 (β) + S 8 (β g 4 ) = 0, and
• For i ∈ {1, 2, 3}, S 8 (β 3.3. Case: p ≡ 1 (mod 16) and
• a 2 ≡ 9 (mod 16) ⇒ 
• Note that S 8 (β) + S 8 (β g 4 ) = µ, and
• Note that S 8 (β 
• Note that S 8 (β g ) + S 8 (β 
• Note that S 8 (β = 1, up to transformations σ h , we have
3.4. Case: p ≡ 9 (mod 16) and
• a 2 ≡ 9 (mod 16) ⇒ 2b 2 ≡ 0 (mod 16) ⇒ b ≡ 0 (mod 4).
Let x = 8x 1 + 5, y = 4y 1 + 2, a = 8a 1 + 5 and b = 4b 1 , with integers x 1 , y 1 , a 1 and b 1 . Note that
• Note that
• Note that S 8 (β (c 0 , c 0 , . . . , c 0 ) + (µ, µ, 1, 1, µ + 1, µ + 1, 0, 0) . Therefore, when p ≡ 9 (mod 16) and 2 p 4 = 1, up to transformations σ h , we have
In view of the above four cases, we get the following criterion for
Proposition 10. Let p = x 2 +4y 2 be an odd prime with p ≡ 1 (mod 8) and integers x,y. Let g be a primitive root modulo p, β be a primitive p-th roots of unity in an extension field of GF(2), S 8 (β
Proof. (1) ⇒ (2): As 
When (4) 
where
. Clearly, if we replace p by q, and replace β by γ, then we get − → B 8 (γ) = (s 8,j ) 7 j=0 as in Table 3 . Table 3 :
are as in Table 4 , with Table 4 : • For 0 i 7, • For 0 j, j Therefore, we count pairs (i, j) in {0, 1, . . . , 7} 2 satisfying 0 = s i,j = s i,8 + s 8,j + s 8,j ′ as in Table 5 . In fact, the above argument gives an accounting of the zeros in the matrix S = (s i,j ) Theorem 11. The linear complexity of the Ding-Helleseth generalized cyclotomic sequence of length pq and order gcd(p − 1, q − 1) = 8 for primes p and q is print ( " Wrong for p = %s , q = %s , g = % s " % (p ,q , g )) if LC (q ,p , g ) != Lqp :
print ( " Wrong for p = %s , q = %s , g = % s " % (q ,p , g )) else :
print ( " p =%3s , q =%3s , g =%6s , L (p , q )=%6 s , L (q , p )=%6 s " % (p ,q ,g , Lpq , Lqp ))
Without installation of SageMath, one can simply run the above codes online in SageMathCell or CoCalc. There is a shared web page of the codes and the output of a run on CoCalc:
https://cocalc.com/share/6ac1f09c-5057-4be6-bd80-8bd567792ee9/Pub.sagews?viewer=share
Conclusion
This paper precisely determines the linear complexity of the Ding-Helleseth generalized cyclotomic sequence DH-GCS 8 of length pq, explicit in terms of p and q, as in Theorem 1 or Theorem 11. Especially we obtain the following facts.
• The linear complexity is independent of the choice of a common primitive root g of p and q.
• The linear complexity has an expression L(p, q) = pq − 1 − ε(p − 1) − κ(q − 1) − η(p − 1)(q − 1) with ε, κ ∈ { • The linear complexity is no less than pq − 1 − 1 2 (p − 1 + q − 1 + (p − 1)(q − 1)) = pq−1 2 , which confirms the low bound in Yan [21] . This is a high linear complexity to resist security attacks of the Berlekamp-Massey algorithm.
We can also read off the minimal polynomial m(x) of DH-GCS 8 from our calculation. For given primes p and q with gcd(p − 1, q − 1) = 8, by a good choice of a primitive pq-th root α of unity in an extension field of GF(2), the matrix S = (s i,j ) 
